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1
Decision/action requested

It is requested to agree to the proposed new solution for TR 33.713.
2
References

[1]
3GPP TR 23.700-13: " Study on Architecture support of Ambient power-enabled Internet of Things".
3
Rationale

SA2 TR 23.700-13 [1] describe the Architectural Assumptions and the connectivity Topology 2 as defined in TR 38.848 [7] is to be studied:

-
Topology 2: BS <--> intermediate node <--> Ambient IoT Device: Only a UE can act as an intermediate node which is under the network control.

This contribution proposes a new solution how to authorize an AIoT capable UE for acting as the intermediate node.
4
Detailed proposal

**** START of CHANGE ****

6.Y
Solution #Y: Authorization of AIoT capable UE in topology 2
6.Y.1
Introduction

This solution addresses key issue #2: Authorization for 5G Ambient IoT services. 
In the Topology 2 as defined in TR 38.848, the AIoT capable UE acting as the intermediate node is responsible for transferring the Ambient IoT data and/or signalling between AIoT devices and 5GS and under network control.
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Figure 6.Y.1-1: Topology 2

The system architecture of topology 2 is similiar to Sidelink that supports direct communication between the UEs using the sidelink resource allocation. In this solution it is proposed that the AIoT device and the AIoT capable UE acting as the intermediate UE are authorized by the network and provisioned by the network with a common security material to protect the interface between the AIoT devices and the AIoT capable UE acting as the intermediate UE. 

In this solution the interface between the AIoT capable UE acting as the intermediate node and AIoT devices is called Ntopo2. Security material to protect Ntopo2 procedure (e.g. Inventory, Command) between the AIoT devices and the AIoT capable UE acting as the intermediate UE is called Ntopo2 security material, e.g. for integrity protection, scrambling protection, and/or confidentiality protection.

When the protected messages received from the peer side over Ntopo2 is successful verified by the receiving side (the AIoT devices or the intermediate UE), it indicates that the sending side (the intermediate UE or the AIoT devices) has been authorized by the Network.

6.Y.2
Solution details

The procedure for authorization for AIoT capable UE acting as the intermediate node for 5G Ambient IoT is described as follows.
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Figure 6.Y.2-1: Authorization of Intermediate UE for topology 2
0.
The AIoT device is provisioned with the Ntopo2 security material and its associated information from the network. During the provisioning procedure, the network checks whether the AIoT device is authorized to use Ntopo2 for Ambient IoT service. The Ntopo2 security material and its associated information is described in step 4.

Editor’s Note: It’s FFS how the Ntopo2 security material is provisioned to the AIoT device, and by which 5GC NF.

1.
The AIoT capable UE performs Registration procedure as defined in TS 23.502. The UE includes the AIoT Intermediate node capability indication in Registration Request message. The AMF determines whether the UE is authorized to work as Intermediate UE for AIoT based on UE’s Subscription data. If the UE is authorised to to work as Intermediate UE, then the AMF also includes the authorization information in NGAP message sent to NG-RAN.

2.
The AIoT capable UE sends a Key Request message to the network to get the Ntopo2 security material. In addition, the AIoT capable UE includes its Ntopo2 security capability to be used over the interface with AIoT devices, e.g. supported ciphering algorithms.

3.
The 5G NF checks whether the AIoT capable UE is authorized to work as Intermediate UE for Ambient IoT service and assigns Ntopo2 security material. The 5G NF may check the Ambient IoT service authorization information for the AIoT capable UE with the AF.

Editor’s Note: It’s FFS which 5G NF performs the authorization and provisions the security material.

4.
The 5G NF returns the Ntopo2 security material in Key Response Message. In addition, the 5G NF may include the chosen Ntopo2 ciphering algorithm, the Ntopo2 security policies, the spatial information (e.g. geographical area), the temporal information (e.g. time period, expiry), and/or the AIoT device information (e.g. device ID, device group ID, device type, device mask info etc.) that is associated with Ntopo2 security material.

5.
AF sends AIoT service request (e.g. Inventory Request, Command Request) to the AIoT capable UE. The AIoT service request may be sent to the AIoT capable UE via 5GC or from AF directly over user plane with input parameters containing the area information, device information, optional inventory strategy information, and optional report aggregation info etc.

NOTE1: 
The detail of AIoT service request procedure is to be defined by SA2. 

6.
The AIoT capable UE interacts with NG-RAN for radio resource allocation if the UE is authorized as in step 1.

NOTE2:
The detail for radio resource allocation is assumed to be defined by RAN.

7.
If the AIoT service request is Inventory Request, the AIoT capable UE initiates Inventory request over Ntopo2, selects Ntopo2 security material as received in step 4 and based on the associated security material information and input parameters in AIoT service request and protects the Inventory request with Ntopo2 security material.

8.
If verification of the Inventory procedure is successful based on the Ntopo2 security material received in step 0, the AIoT device reports the device ID and/or other info to the AIoT capable UE in the response message. The response message is protected by Ntopo2 security material. 

9-10.  The AIoT device may perform authentication and registration towards the network after Inventory procedure.

NOTE3: 
Whether the AIoT device performs authentication and registration after Inventory procedure is to be coordinated with SA2 progress. 
11.
If the AIoT service request is Command Request, the AIoT capable UE initiates Command request over Ntopo2 and protects the Command request with Ntopo2 security material simliar as step7. 

12.
If verification of the Command procedure is successful based on the Ntopo2 security material received in step 0, the AIoT device performs the Command and sends the response message. The response message is protected by Ntopo2 security material. 

Editor’s Note: It’s FFS whether a new Ntopo2 security context is set up between the AIoT capable UE and the AIoT Device as part of authentication/registration procedure and can be used to protect the Command procedure.

13.
The AIoT UE sends the AIoT service response to the AF. The AIoT service response may be sent to the AF via 5GC or directly over user plane.

6.Y.3
Evaluation

**** END of CHANGE ****
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